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Good morning Chairman Conaway, Ranking member Peterson and members of the
committee. I thank you for inviting me to testify regarding the world of crypto
finance birthed by blockchain technology. As is often the case when innovations in
finance occur, this Committee’s oversight of commodities and derivatives markets
is implicated.
On a personal note, it is good to be with you once again.
I’m honored to be testifying in my new role at Massachusetts Institute of Technology
(MIT), where I am engaged with a talented team researching, writing and teaching
about digital currency, blockchain technology, and the ethics and governance of
artificial intelligence. As Senior Advisor to the Director, MIT Media Lab and
Senior Lecturer, MIT Sloan School of Management, I have spoken at numerous
regulatory, research, or investor conferences related to blockchain technology and
will be teaching a graduate course this fall entitled ‘Blockchain & Money.’ I coauthored of an upcoming Center for Economic Policy Research-Geneva Report
entitled ‘The impact of blockchain technology on finance: a catalyst for change’
(Casey, Crane, Gensler, Johnson, and Narula, 2018)
I also am honored to be Chairman of the Maryland Financial Consumer Protection
Commission which reports to the General Assembly, Governor and Congressional
delegation of Maryland about matters related to financial consumer protection. We
held a public hearing in Annapolis last month on cryptocurrencies, initial coin
offerings, crypto exchanges and other blockchain technologies.1
With the benefit of this experience, I would like to share some thoughts about
blockchain technology and more particularly the public policy issues raised by the
burgeoning markets for the trading of cryptocurrencies, initial coin offerings and
other related crypto tokens.2

Executive Summary
Blockchain technology has real potential to transform the world of finance. Though
there are many technical and commercial challenges yet to overcome, I’m an
optimist and want to see this new technology succeed. It could lower costs, risks
and economic rents in the financial system.
To reach this potential and for public confidence, blockchain technology and the
world of crypto finance it has birthed has to come within the norms of longestablished public policy frameworks.
As with other aspects of finance or other emerging technologies, we must guard
against illicit activities, such as tax evasion, money laundering, terrorism finance
and avoiding sanctions regimes. We must continue to ensure financial stability.
And we must ensure investors and consumers are protected.
As things currently are, though, there is significant non-compliance with respect to
many initial coin offerings (ICOs), other crypto assets and crypto exchanges.
The question then is how do the crypto finance markets, this new technology,
Congress and regulators go forward? While many U.S. agencies are engaged, and
current laws clearly cover much of this new activity, there may be gaps to consider.
To date, crypto exchanges and digital wallet providers generally have not been
registering as banks, exchanges, broker dealers or futures commission merchants.
This leaves the only regulatory safeguards – to guard against illicit activity and
protect investors – to State-administered money transmission regulations. This
approach – regulating exchanges’ duties in the same manner that Western Union and
MoneyGram are regulated – is not satisfactory. Illicit activity is hard to track,
billions of dollars have been lost to hacks, and manipulative behavior is unchecked.
Crypto activities are more complex, inherently harder to monitor and less traceable
than straightforward money transfers. Crypto exchanges and digital wallet providers
lack the same natural connections to the regulated banking system that money
transmission companies have when transferring fiat currencies. Regulated banks
help protect customers funds by compliance with the bank secrecy act. As crypto
exchanges lack intermediated access, tax compliance is also compromised as there
are not brokers to regularly report crypto transactions through form 1099-Bs.
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Furthermore, though both the Securities and Exchange Commission (SEC) and
Commodity Futures Trading Commission (CFTC) have released numerous public
advisories, notices and enforcement actions, most crypto exchanges remain
unregistered and operate with limited investors protections. Thousands of ICOs
have occurred, most being investment contracts under the securities laws, but only a
fraction have recently started complying. Studies repeatedly report that the ICO
market and crypto exchanges are rife with scams, frauds and manipulative practices.
The current patchwork approach to addressing these issues – to guard against illicit
activities, protect investors & their funds, and promote market integrity – would be
better accomplished through application of commodities and securities laws. As
outlined below, while issuer based crypto is slowly being brought under securities
laws and crypto derivatives are clearly under the CFTC and commodities laws, there
may be a gap Congress considers filling related to cryptocurrencies not subject to
securities laws, such as Bitcoin, herein called ‘crypto cash commodities.’
While the CFTC has general anti-fraud and anti-manipulation authorities with regard
to spot transactions in crypto cash commodities, such as Bitcoin or Ether, the agency
does not currently have express registration or plenary rule writing authorities with
regard to cash commodities. Furthermore, as the CFTC staff recently said in an
advisory letter, “virtual currencies are unlike any commodity that the CFTC has dealt
with in the past.”3
Congress may wish to consider providing the CFTC – or another agency - with
general authorities to write rules for these markets, including possibly requiring
registration for trading on crypto exchanges solely dealing in cryptocurrencies, aka
crypto cash commodities. Doing so may best protect investors, limit illicit activity
and enhance underlying reference markets for crypto derivatives and exchange
traded funds (ETF). It also is critical that the CFTC, SEC and other agencies have
sufficient budgetary resources to adequately oversee crypto markets, especially as
these markets have continued to grow.
Clear rules of the road also would allow firms - both incumbents and start-ups - to
more fully explore investing in blockchain technology or crypto assets. Start-ups
have had an advantage over incumbents as they generally differ on how they evaluate
taking reputational and regulatory risks regarding uncertain regulatory treatment.
Bringing the crypto world within the long-established public policy frameworks,
though, will promote greater innovation and competition, allowing blockchain
technologies to be explored to their fullest potential.
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Comprehensive Review
Blockchain Technology Potential
Blockchain technology and cryptocurrencies are an innovative tool for creating and
moving value on the Internet (digital assets) using blockchains, distributed
consensus algorithms, cryptography, and peer to peer networking. Regardless of
whether Bitcoin and other cryptocurrencies adequately exhibit the three classic
characteristics of money – a store of value, a medium of exchange and a unit of
account – they do provide a means to move value and run computer code on the
Internet without relying upon a central intermediary such as a bank.
That ties blockchain technology and cryptocurrencies directly to the essential
plumbing of the financial sector, which at its core performs the role of efficiently
moving and allocating money and risk within the economy.
Though there are many technical and commercial challenges yet to overcome,
blockchain technology has the potential to transform the world of finance by creating
open protocols to which everyone has access, but nobody has control – to do for
finance what the web did for information.
The technology could reduce the “cost of trust” – the costs borne by transacting
parties because they have to rely on their counterparties or a trusted intermediary to
honestly record completion of the transaction. These costs range widely – from
those associated with vault doors, cybersecurity, settlement procedures, user
identification, compliance teams, security guards, and anti-fraud regimes, to the
excess amounts that centralized institutions can charge customers.
Potential use cases include cross-border payments, clearing and settlement for
financial transactions, digital identities, trade finance and supply chain management.
Open permissionless blockchain applications such as Bitcoin have also inspired
permissioned or private blockchains. The term “distributed ledger technology,” or
DLT, is often used to describe this field in broader, generic terms.
With increased competition and innovation in the financial system, DLT – both
permissionless and permissioned - offers a catalyst for change by incumbents or as
an opportunity for entrepreneurial start-ups, potentially lowering costs, risks and
economic rents in the financial sector which represents 7.5% of the U.S. economy.4
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To reach its potential, though, blockchain technology and the world of crypto
finance, must come fully within long established public policy frameworks.
Crypto Finance
Blockchain technology has given rise to the latest addition to an ever-evolving global
financial system. The world of crypto finance - with total market capitalization of
$250 billion5, its innovative forms of crowdfunding and trading on crypto exchanges
- has so far operated largely outside established investor protection frameworks.
To date, 3800 ICOs have launched6 and 200 crypto exchanges are operating7 with
tens of millions of customers worldwide. About 55 percent of the crypto market
value is now in tokens other than Bitcoin.8
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The market is volatile but has grown significantly over the years as shown in the
following figure of historical market capitalization.

Tokens and Initial Coin Offerings
Burgeoning investor interest in crypto assets along with the potential for token-based
economies, has led to a new means of raising capital for blockchain-based projects:
initial coin offerings (ICOs) and similar token sales.
By their very nature and design, ICOs and similar token offerings mix economic
attributes of both investment and potential consumption. Marketing documents
describe utility-like qualities for the token’s stated purpose on a decentralized
network, but there is almost always a strong investment component to token sales as
they fund development of underlying software and a network. Thus, ICOs are quite
different from tokens for a neighborhood laundromat, tickets to the theatre or
donation-based crowdfunding platforms such as Kickstarter or GoFundMe.
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ICO investors bear economic risk related to the success or failure of the network in
which the token is to potentially circulate. Investors lose if the network isn’t
completed or falls short of hoped for public adoption, but they may gain if the
network widely succeeds. ICOs are typically marketed online with the release of a
whitepaper prior to the launch of a new blockchain-based decentralized application.
ICO tokens are structured with attributes to promote marketability and potential
appreciation. They usually include a so-called ‘monetary policy’ which is encoded
in the software, defining the future supply of tokens and introducing an element of
scarcity. They are fungible or interchangeable which enhances liquidity. They are
often listed on crypto exchanges, boosting marketability and transferability.
Development and support of the network, though often open-sourced, tends to be
largely concentrated around the issuing company or foundation and other closely
aligned developers. The selling company, related foundation and founders usually
retain a meaningful portion of pre-issued tokens and are motivated to increase the
value of the tokens.
Nearly every ICO token’s economic realities – its risks, expectation of profits,
monetary policies, manner of marketing, and capital formation - are attributes of
investment schemes.
Issuance has ballooned in the last 12 months, with Coindesk reporting total ICO
issuance of nearly $20 billion through June 30. There are no authoritative data
sources, however, and most data aggregators are relying on ICO issuers to self-report
the amount they raised. EOS raised $4.2 billion through a year-long ICO and
Telegram Group raised $1.7 billion in two private offerings. CoinDesk reports $14
billion raised so far in 2018 versus just over $5 billion in all of 2017.9
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Many start-ups are turning to this market to raise capital as there are significant
valuation differences versus traditional venture capital funding. The valuation
disparity may be due, amongst other things, to the public’s speculative interest, the
potential to share in the network effects of token economies, the token’s greater
liquidity, reduced transactions costs or regulatory arbitrage.
There is a high failure rate for ICOs. One study in February of 2018 found that 59%
of a sample of 2017 ICOs had already failed or semi-failed.10 There also is a
considerable amount of fraud and scams in this field, with numerous ICOs targeting
retail investors, using celebrity endorsers, and promising short-term gains.
Estimates vary considerably with 25 percent11 to 81 percent as scams.12 A recent
Wall Street Journal analysis of over 1400 ICOs found “rampant plagiarism, identity
theft and promises of improbable returns.” 13
As cheap money, though, will always displace expensive money (from an
entrepreneur’s perspective), if valuation disparities continue, it is possible that ICO
funding will grow further to displace a significant portion of the $160 billion venture
capital raised annually around the globe.14 This changing venture funding landscape
highlights the need for investor protection to keep pace with market developments.
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Crypto Exchanges
Once Bitcoin developed as the first cryptocurrency, it was only natural that
secondary markets and exchange trading would develop.
In aggregate, crypto exchanges now have tens of millions of customers. Coinbase,
alone, has over 20 million accounts, almost as many as Fidelity Investments, more
than twice brokerage firm Charles Schwab and nearly as many as Vanguard has
investors.15
Trading appears to be significant, with over $12 billion in daily volume reported last
week.16 There are now approximately 200 crypto exchanges and many others have
failed. By 2015, one list already had at least 36 failures.17 In 2018, after the
Japanese Financial Services Agency (JFSA) conducted business reviews of
exchanges, at least nine suspended their operations.18
In reviewing exchange volume figures, some caution is in order as market data from
crypto exchanges generally is not audited or regulated. Furthermore, exchanges may
use wash sales (i.e., trading involving no change in beneficial ownership that is
intended to produce the false appearance of trading) to inflate their volume statistics
in an effort to report greater market share. One recent study suggests up to 95% of
OKex’s reported volume may be nonexistent and 82% of Huobi’s may be as well.19
These exchanges also have some significant differences from traditional securities,
derivatives and retail fiat currency exchanges. Crypto exchanges offer direct access
to customers rather than access through regulated intermediaries, such as broker
dealers or future commission merchants. Centralized crypto exchanges also take
custody of customers crypto and some fiat funds. For instance, Coinbase reports to
have custody of over $20 billion in customer crypto funds.20
Crypto exchanges have had significant problems protecting customers’ funds held
in custody, usually in digital wallets rather than at a bank, broker dealer, or future
commission merchants. Numerous hacks have led to significant stolen customer
funds. Mt. Gox lost $473 million in Bitcoin in 2014.21 Coincheck lost $530 million
in NEM tokens in 2018.22 A South Korean exchange, Coinrail, was hacked in June
of 2018, losing $40 million, or fully 30% of customer tokens held in custody.23
Also acting as counterparties to their customers, crypto exchanges currently have
limited guardrails against front running, fraud, or other manipulative practices. For
instance, there are no assurances that order book or sales price information posted
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on these exchanges are current or accurate or that the cryptocurrency held by
exchanges in custodial wallets is fully backed with coins on the relevant blockchain.
There are no rules for best execution or order routing amongst crypto exchanges.
There are no rules limiting conflicts of interest or for fair and orderly markets. There
are no standards for price transparency – either pre-trade or post-trade. There are no
cops on the beat to protect against manipulative practices. In summary, investors
have little basis for confidence in crypto exchanges’ order books or price discovery
function.
There have been repeated reports of manipulative behavior on these exchanges. A
study last year reviewed how a trader using two trading bots on the Mt. Gox
exchange may have manipulated the price of Bitcoin up 8-fold in 2013.24 In January
of 2018, there were reports of an investigation into whether Bitcoin might have been
manipulated on the Bitfinex exchange in a scheme using the token Tether.25
The Futures Industry Association (FIA) expressed its apprehension about the
reference markets for Bitcoin futures. As it stated: “We remain apprehensive with
the lack of transparency and regulation of the underlying reference products on
which these futures contracts are based and whether exchanges have the proper
oversight to ensure the reference products are not susceptible to manipulation, fraud,
and operational risk.”26
The volumes, millions of customers, repeated hacks and ample potential for
manipulative behavior, suggest that oversight is worthy by securities, commodities
and derivatives regulators around the globe. To date, however, this trading activity
has largely taken place outside of investor protection and market integrity regimes.
Public Policy Frameworks
As with the emergence of new technologies in the past, from railroads in the 19th
century to the internet in the late 20th century, there have been debates on how
blockchain technology and crypto finance might best fit within existing public policy
and legal frameworks.
Operating within policy frameworks, though, has helped foster traditional capital
markets for decades and are just as important for crypto finance, even if the details
for achieving the goals may be adapted to accommodate new technologies.
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The public broadly benefits when we:
•
•
•
•
•
•
•

Ensure tax compliance.
Guard against money laundering or terrorism financing.
Enforce sanctions regimes.
Promote financial stability.
Protect investors and consumers.
Promote market integrity and efficient capital markets.
Foster economic inclusion and growth.

Achieving these broad public policy goals fosters economic growth and is consistent
with promoting innovation.
When investing in any form of financing, whether initial coin offerings, other crypto
assets, or in traditional forms, such as stocks or bonds, the public benefits from full
and fair disclosure from issuers.
The investing and hedging public benefits from prohibitions against fraud and
deceptive sales practices.
Investors, hedgers, and issuers all benefit from secondary market trading that
promote transparency and prohibit manipulative practices such as price
manipulation, front running, wash sales, and spoofing (i.e., bidding or offering with
the intent to cancel the bid or offer before execution.)
The investing and hedging public benefits when conflicts of interest are disclosed
and minimized.
Such core principals of investor protection and market integrity are embodied in U.S.
securities and commodities laws regardless of the form of investment. Such
common-sense rules of the road bolster confidence in markets and enhances our
economy.
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Securities Laws, Howey Test & Duck Test
Despite issuers’ claims that the intended utility function of their tokens should place
them in a different category from securities, there’s no getting away from ICOs’
investment contract attributes which means they should be subject to securities laws.
In essence, as Indiana poet James Whitcomb Riley wrote over 100 years ago: “When
I see a bird that walks like a duck and swims like a duck and quacks like a duck, I
call that bird a duck.”
An important early test of securities laws’ statutory construct related to the Florida
orange groves of William Howey, whose company sold land with an option to lease
the land to an affiliated service company and participate in the profits of the crop.
Even though not stocks or bonds, the U.S. Supreme Court in 1946 ruled that
Howey’s land sale agreements satisfied the definition of ‘investment contracts’
under the 1933 Securities Act and thus should be regulated as securities.
The so-called ‘Howey Test’ from this case states that: “an investment contract for
purposes of the Securities Act means a contract, transaction or scheme whereby a
person invests his money in a common enterprise and is led to expect profits solely
from the efforts of the promoter or a third party.” SEC v. W. J. Howey Co., 328 U.
S. 293, 299 (1946).
The Securities and Exchange Commission (SEC) has now repeatedly spoken out
about the application of securities laws to initial coin offerings and crypto exchanges
offering ICOs for sale. Sounding like poet Riley, SEC Chairman Clayton stated in
February that "I believe every ICO I've seen is a security… You can call it a coin
but if it functions as a security, it is a security."
At a Congressional hearing on April 26, 2018, Chair Clayton divided crypto-assets
into two areas, those which represent “a pure medium of exchange” and “tokens,
which are used to finance projects.” He said that a “pure medium of exchange … as
a replacement for currency” such as Bitcoin would not be regulated as a security.
As for tokens, Chair Clayton said: “Then there are tokens, which are used to finance
projects. I’ve been on the record saying there are very few, there’s none that I’ve
seen, tokens that aren’t securities.” He added “To the extent something is a security,
we should regulate it as a security, and our securities regulations are disclosurebased, and people should follow those and provide the information that we
require.”27
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Commodities Laws & Crypto Derivatives
The CFTC has exclusive jurisdiction over the trading of crypto derivatives on
exchanges, i.e., “designated contract markets” (DCMs) and “swap execution
facilities” (SEFs) for both futures contracts and swaps as well as the trading of overthe-counter crypto swaps. The CFTC also has general anti-fraud and manipulation
authority for spot transactions in commodities traded in interstate commerce.
Thus, the CFTC has direct jurisdiction for crypto derivatives. If an exchange offers
derivatives on cryptocurrencies, then that exchange must register with the CFTC.
Crypto exchanges that offer to U.S. persons ‘retail commodity transactions’ as
defined in statute, could also be subject to the authority of the CFTC.
The CME Group and CBOE Global Markets started trading Bitcoin futures in
December 2017. Nasdaq28 and Intercontinental Exchange29 have both said that they
are investigating offering cryptocurrency or crypto derivative trading. Overseas,
Germany’s largest exchange, Deutsche Börse, has said it is considering offering
Bitcoin futures on its Eurex derivatives exchange.30 A U.K. start-up, Crypto
Facilities, launched an Ether futures contract in May 2018.31
The CFTC in its “Coinflip Order” determined that Bitcoin and other virtual
currencies are commodities under the CEA in 2015.32 A U.S. District court
subsequently concurred with a latter similar determination.33 Accordingly, the
CFTC has general anti-fraud and anti-manipulation authority for spot transactions in
the underlying reference cryptocurrencies, whether traded on exchanges or over the
counter. The CFTC has brought a number of actions under this authority, one related
to the trading of Bitcoin and Litecoin34 and another with regards to the trading of My
Big Coin.35 My Big Coin, though, is challenging the jurisdiction of the CFTC
contending that their token is not a commodity.36
The Path Forward
How do the markets, this new technology, Congress and regulators move forward?
I will review some considerations organized around the three broad public policy
goals of: 1) guarding against illicit activity; 2) ensuring for financial stability and 3)
protecting the investing public.
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Guarding Against Illicit Activity
On balance, though, blockchain technology and cryptocurrencies have given the
official sector new challenges in guarding against illicit activities. The crimes aren’t
generally new. The means and methods, though, particularly of payment, may be.
The pseudonymous nature of blockchain-based records obscures the identity of
actors, raising concerns for law enforcement authorities tasked with guarding against
illicit activities. At the same time, the private sector has had legitimate concerns
about the privacy of data shared on Bitcoin and other open permissionless
blockchain applications.
Interestingly, Bitcoin and other blockchain applications while often referred to
anonymous, are more accurately what security experts would call pseudonymous.
Bitcoin transactions do not include names of individuals or companies, but they do
provide Bitcoin addresses, which if found to be linked to any personal data, such as
your e-mail or ISP address, may allow for some transparency. Thus, blockchain
technology allows some information about participants to be gleaned from patterns
in the transaction records, balances in the unspent transactions outstanding and
blockchain forensics.37
Given the pseudonymous nature of Bitcoin, it was only a matter of time and
technological innovation before a number of cryptocurrencies would be developed
promoting more anonymity. These anonymity-focused-crypto assets have specific
designs that make their transactions harder to track on their underlying blockchains.
Monero, Dash and Zcash are the three with the largest market capitalization, totaling
about $5 billion, but many more exist and are marketed to the public.38 It has been
reported that Japan this spring has been encouraging crypto exchanges to halt listings
of trading anonymity-focused-crypto assets.39 On the otherhand, it has been recently
reported that Coinbase is considering listing Zcash for the first time.40
Dark Markets
One of the most harmful activities has been on so-called dark markets. These
markets operate with anonymous communications through the Tor network, a free
and open network which provides users anonymous and censorship resistant means
of communicating on the Internet.41 Dark markets have generally used Bitcoin for
escrowed payments. They list for sale illegal drugs, weapons, stolen credit card
details, and forged documents offered by hundreds or sometimes thousands of
vendors.
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U.S. and international enforcement authorities have successfully taken down a
number of dark markets trafficking in illegal activities, but other markets keep
popping up in their place. When the U.S. Department of Justice shut down
AlphaBay in July of 2017, it was estimated to be 10 times larger than the notorious
Silk Road web site which was shut down in 2013. Dutch authorities, working along
with U.S. authorities successfully shut down another large dark market, Hansa, just
two weeks later.42
Beyond use on the darknet, there are those around the globe who seek to use these
new technologies to thwart government oversight of money laundering, tax evasion,
terrorism financing, or evading sanctions regimes.
State Actors
Two high profile uses of cryptocurrencies in efforts to thwart U.S. policy were by
foreign government actors. In January of 2018, Venezuela announced a $5 billion
oil-backed ICO called Petro. In response, augmenting previously established
sanctions, the President signed an Executive Order in March prohibiting U.S.
persons from purchasing or dealing in any digital currency, coin or token of the
Government of Venezuela.43
On July 13, 2018, the U.S. charged 12 Russian military intelligence officers with
conspiracy to interfere with the 2016 elections. Amongst the charges, count ten
alleges conspiracy to launder money. It reads, in part: “the defendants conspired to
launder the equivalent of more than $95,000 through a web of transactions structured
to capitalize on the perceived anonymity of cryptocurrencies such as bitcoin.” It is
alleged that: “they principally used bitcoin when purchasing servers, registering
domains, and otherwise making payments in furtherance of hacking activity.” The
indictment states that: “The use of bitcoin allowed the Conspirators to avoid direct
relationships with traditional financial institutions, allowing them to evade greater
scrutiny of their identities and sources of funds.” 44
Tax Compliance
The U.S. Internal Revenue Service issued guidance in 2014 on the use of what they
called ‘virtual currencies’, such as Bitcoin and other crypto assets. In determining
that all virtual currencies are treated as property for U.S. tax purposes, the IRS said
that general tax principals applicable to property transactions apply to virtual
currencies. Taxpayers receiving virtual currencies for payment of goods and
services must include their fair market value in their reported gross income.
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Taxpayers also are required to include in income any gains or losses upon a sale or
exchange of virtual currencies.45
One open question that investors and tax practitioners had had was the appropriate
treatment under the tax laws of crypto to crypto exchanges. The law was clear that
tax could be deferred by treating these trades as so-called ‘like kind exchanges’
under IRS section 1031. If that was even possible prior to 2018, it no longer is now,
with amendments to Section 1031 included in the Tax Cut and Jobs Act to make
like-kind exchanges only applicable to real estate transactions.46
One challenge for tax compliance is that crypto exchanges have not yet been sending
form 1099-B, reporting on transactions, to their customers and the IRS. The IRS
requires brokers to do so with regard to all broker or barter exchange transactions.47
As discussed elsewhere, though, the current model for crypto exchanges does not
generally include brokers, leaving a significant gap in tax reporting. The U.S.
Internal Revenue Service had to win in federal court before the crypto exchange
Coinbase was willing to share information on their most active customer accounts approximately 13,000 accounts - with the IRS.48
The IRS, if need be working with Congress, should close this gap and require crypto
exchanges lacking intermediated brokered access to provide customers and the IRS
with form 1099-B for their crypto and other property transactions. In addition, the
IRS should close gaps with regard to requirements for taxpayers with offshore crypto
accounts on filing a report of foreign bank and financial accounts (FBAR).49 This
has been a gray area which could undermine tax compliance.50
First Line of Defense – Money Transmission Laws
There is a widely held view amongst most policy officials globally that we must
guard against such threats – whether by state actors or private sector actors - though
how best to do so has been up for debate.
The first line of defense has been through money transmission laws and bank secrecy
laws requiring compliance with anti-money laundering (AML), combatting
financing of terrorism (CFT), and know your customer (KYC) laws. The U.S.
Treasury’s Financial Crime Enforcement Network (FinCEN) put out guidance on
this regard starting in 201351 and most recently in a letter to Congress.52
More could be done, though, directly overseeing the crypto ecosystem and at the
intersections of the traditional financial sectors, e.g., banking and payments
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networks, to perform KYC and to minimize the risk of the illicit use of blockchain
networks.
Crypto Exchanges and Wallets – Critical Gateways
Crypto exchanges and digital wallet companies, if properly regulated, may provide
one of the most critical gateways to protect against such illicit transmissions of value.
Both crypto exchanges and digital wallets provide customers the ability to store
crypto assets and transact electronically. (Many provide fiat currency services as
well.)
This gateway to effect public policy is particularly important as crypto exchanges
allow for direct public access. In contrast, traditional securities and derivatives
exchanges are accessed through intermediaries such as banks, broker-dealers or
futures commission merchants (FCM), giving authorities important gateways to
monitor and enforce the law. Thus, in the crypto world, tax authorities and financial
crimes enforcement will have to look to exchanges, custodians, investors or
blockchain forensics companies, for reporting on crypto transactions, taxable gains
or losses, and any illicit activity.
In the U.S., in the absence of federal registration, crypto exchanges are required to
comply with money transmission laws and to register in each state according to those
individual state laws. This is a cumbersome and inconsistent process even for those
well-meaning companies seeking to comply. Few exchanges have done so in all
jurisdictions, raising questions of possible noncompliance. New York State, through
its BitLicense, has acted to bring exchanges within enhanced money transmission
laws. 53 Federal registration and oversight – through commodities and securities
laws – would be a better public policy solution than this current patchwork approach.
Japan moved in 2017 to regulate crypto exchanges primarily for money transmission
and their custodial duties. Korean authorities banned exchanges from trading for
anonymous accounts54 and subsequently began investigating numerous exchanges
for fraud and other misconduct.
As many jurisdictions around the globe, however, do not yet have specific regulatory
regimes governing crypto exchanges it puts an even greater burden on U.S.
authorities, financial sector and laws. “There are significant challenges to
investigating foreign virtual currency businesses, because most jurisdictions do not
regulate and supervise virtual currency businesses,” a Treasury official wrote in the
letter FinCEN sent to Congress in February 2018.
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Decentralized Crypto Exchanges – Challenges Ahead
Decentralized crypto exchanges, still only a modest portion of the crypto markets,
may present even greater challenges. These exchanges provide for peer-to-peer
trading based upon open-source algorithms with no centralized platform and no
custody of funds. Thus, decentralized exchange protocols, might help provide a
solution for the security of customer funds, if they truly don’t hold those digital
assets. On the other hand, though, they may pose additional challenges to authorities
trying to guard against illicit activities, particularly for crypto-to-crypto trading.
If decentralized exchanges facilitate trading of fiat currency vs. cryptocurrency,
regulators might be able to implement policy by restricting regulated intermediaries
or their customers in transacting with such platforms.
Ensuring for Financial Stability
It is important to ensure that blockchain technology, cryptocurrencies and crypto
exchanges do not undermine financial stability, in normal times or in stressful
economic times.
Financial Stability Board – Initial Assessment
The Financial Stability Board (FSB), an international group that makes
recommendations about the global financial system, stated in its open letter in March
2018 to the G-20 heads of state, that “The FSB’s initial assessment is that cryptoassets do not pose risks to global financial stability at this time.”55 They noted that
even at their peak earlier this year, the overall market value was less than 1 % of
global GDP.
The current market value of all crypto assets is approximately $250 billion relative
to global equity markets of approximately $80 trillion as of 2017 year-end56 and
global debt outstanding as of March 31, 2018 of approximately $250 trillion.57 The
world’s 190,000 tons of gold58 are worth about $7 trillion in aggregate at recent
market prices of $1,243 per ounce.
The FSB noted, however, that their assessment could change if crypto finance
became more interconnected with the core of the regulated financial sector. In that
regard, it is worthwhile to consider three areas worthy of monitoring: 1) leverage in
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crypto markets; 2) market infrastructure blockchain initiatives & 3) central bank
digital currencies.
Leverage in Crypto Markets
Given the high volatility of crypto assets, significant leverage could add to instability
and stress, particularly during down markets. While Bitcoin futures listed at CME
and CBOE require nearly 50% margin, most crypto exchanges allow for much lower
margin (and thus higher leverage) when trading Bitcoin and many other crypto
assets. BitMEX provides 100:1 leverage (only 1% margin) for Bitcoin trading.
Many other exchanges allow offer leverage above 10:1.59 Furthermore, given that
many exchanges lack transparency and remain unregulated, it may be challenging
for central banks and others responsible for financial stability to influence the
amount of leverage in crypto markets or get an accurate window into these markets.
Market Infrastructure - Blockchain Initiatives
Blockchain technology and other forms of distributed ledger technology raise the
possibility of replacing various centralized market infrastructures. This could lower
costs, limit counterparty risks, promote innovation and economic inclusion. It may
also lower the systemic risks associated with centralized market infrastructures for
payments, clearing, settlement and other shared functions. Though Bitcoin is now
nearly ten years old, these technologies are still untested in any economy-wide (or
even enterprise-wide) production. Any widescale use of blockchain technology
within the financial sector will need to be considered in light of their potential
resilience to various risk vectors – economic, cyber, operating and otherwise.
Possibly most relevant to this committee’s work, there are efforts underway to use
blockchain smart contracts to help automate post trade event management for
uncleared swaps. The International Swaps and Derivatives Association (ISDA) is
working with Regnosys to produce a digital version of ISDA’s Common Domain
Model for numerous swap transaction and life cycle processes. The goal is to
provide the market with a standard set of digital definitions and smart contracts to
reduce costs and counterparty risk.60
There are other clearing and settlement use cases of note, though as stated, none are
live at this time. The Depository Trust and Clearing Corporation’s (DTCC) has
delayed its initiative, working with IBM, to implement a permissioned blockchain
for credit default swap clearing and record keeping at its Trade Information
Warehouse.61 Nasdaq, partnering with blockchain startup Chain, is experimenting
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with a number of blockchain applications, including for clearing and settlement for
private securities transactions for non-listed companies.62 Overseas, the most noted
initiative is that of the Australian Stock Exchange which announced last year that it
would replace its entire clearing and settlement infrastructure with a permissioned
distributed ledger-based solution developed by Digital Asset Holdings.63
Central Bank Digital Currencies
Lastly, Bitcoin and cryptocurrencies has led to healthy debates within the central
banking and economics communities on the pros and cons of central banks issuing
retail central bank digital currencies (CBDC) and if so, the effects that might have
on payment systems and the commercial banking system.64 Central banks already
issue digital currency, but only to commercial banks, in the form of bank reserves.
The public -merchants and consumers alike - can only access paper currency or bank
deposits. In the U.S. that is in the paper form is Federal Reserve Notes.
The debate is whether to utilize blockchain technology to give greater access to
either central bank payment systems and/or reserves to merchants or the wider
public. In part this is being considered by central banks in an effort to stay abreast
of rapid changes in payment methods and means of commerce, such as mobile
payments, digital wallets and in some countries, the decline in the use of paper notes.
In addition, central banks may find that they will be reacting to private sector
initiatives to issue so-called ‘stable value’ tokens designed to have stable prices or
values and tied to or backed by fiat currency. Though stable value tokens to date,
such as Tether, have had many challenges, some observers think that such an effort
has potential.65
Thus, the question CBDC raises for financial stability is with direct access to central
bank digital currencies what portion of consumer deposits would move away from
commercial banks and what effects would such migration have on lending and the
overall economy? Furthermore, in times of stress or financial uncertainty, the public
might move a significant portion of their money away from commercial banks to the
central bank, potentially aggravating instability in the financial sector.
Protecting the Investing Public
As noted above, the $250 billion crypto markets currently operate largely outside of
traditional investor protection norms. This is in spite of the SEC repeatedly
publishing advisories and making public statements that most ICOs and the crypto
exchanges trading in such tokens must comply with U.S. securities laws.
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Thus, it is not surprising that the crypto markets are now known for high levels of
fraud, scams and manipulative behavior. I will now review the need for investor
protection in each of the three segments of the crypto markets: 1) crypto tokens –
ICOs or issuer or based, 2) crypto derivatives and 3) cryptocurrencies (aka crypto
cash commodities). Following this, I will touch upon the critical need to address
crypto custodial functions.
Crypto Tokens – ICOs or Issuer-Based
The burgeoning market and the economic realities of ICOs or issuer-based tokens
has led to robust debates around the globe over the appropriate regulations to apply
to their issuance and trading. The International Organization of Securities
Commissions (IOSCO) board expressed its concerns in a statement stating that:
“ICOs are highly speculative investments in which investors are putting their entire
invested capital at risk. … the increased targeting of ICOs to retail investors through
online distribution channels … -- raises investor protection concerns. There have
also been instances of fraud, and as a result, investors are reminded to be very careful
in deciding whether to invest in ICOs.”66
Individual countries’ securities regulators have also been active in releasing
statements regarding ICOs, cryptocurrencies, and exchanges. IOSCO lists
statements from 40 countries regarding ICOs.67
In the U.S., it is now the case that most ICO related tokens, and the crypto exchanges
that list them must comply with securities laws. Unfortunately, though, most are not
yet doing so. The SEC’s effort to date has yet to bring this market into compliance.
We’ve already seen high levels of fraud and loss of funds in these markets.
Currently, a growing and potentially significant portion of the capital markets –
crypto finance - is not benefiting from basic investor protections.
When determining what is an investment contract under their securities laws, Canada
has a similar approach to that of the U.S. Howey Test.68 Provincial regulators from
Canada joined with State regulators in the U.S. in May 2018, in a coordinated action
against ICOs named “Operation Cryptosweep” with nearly 70 open investigations
and 35 enforcement actions.69
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The SEC to date has used public advisory statements, speeches, testimony and
enforcement actions against some of the most obvious offenders but has a great deal
of work ahead of them to bring the issuer-based crypto market into compliance.
The SEC’s Director of the Division of Corporate Finance, William Hinman, sought
to give additional direction in a speech on June 14, 2018. He noted that “a digital
asset transaction may no longer represent a security offering [where] the network on
which the token or coin is to function is sufficiently decentralized – where purchasers
would no longer reasonably expect a person or group to carry out essential
managerial or entrepreneurial efforts.” In explaining that decentralization may
reduce information asymmetries, he said: “[W]hen the efforts of the third party are
no longer a key factor for determining the enterprise’s success, material information
asymmetries recede.” Moreover, “[a]s a network becomes truly decentralized, the
ability to identify an issuer or promoter to make the requisite disclosures becomes
difficult, and less meaningful.”70
While the number of ICOs being sold under exempt securities offerings (ie, Reg D
filings) is increasing, many ICOs are still sidestepping these requirements.
Furthermore, while there are reports that a number of crypto exchanges are in
discussions with the SEC about registering as broker dealers and complying with
Reg ATS, none have yet fully done so. That means that these exchanges are
currently likely operating in the breach.
To bring greater clarity to these markets, the SEC must also determine how best to
bring into compliance the over 1000 ICOs and numerous crypto exchanges still in
operation in the U.S. What remediation and possible penalties are appropriate? One
petitioner recommended retroactive registration along with investor rescission
rights. Some requirements, such as satisfying requirements to track beneficial
ownership may be difficult for these past ICOs.
Another challenge is that though SEC Chair Clayton has been clear that nearly all of
the ICO market need comply with securities laws, until more enforcement actions
are brought, potentially litigated and upheld in court, many issuers and exchanges
will possibly continue to skirt their obligations. As the SEC stated in its Munchee
Order, it will take more than semantics and more than a token being functional on a
network to be exempt from securities regulation.71
The crypto markets have gotten some clarity with the SEC stating that the two largest
coins, Bitcoin and Ether are not currently securities. There are strong cases to be
made, though, that a number of the other large market cap tokens are noncompliant
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securities. If large market cap tokens, such as XRP (sold by Ripple) or EOS (sold
by Block.one), are concluded to be non-compliant securities - there are strong
arguments that they pass the Howey Test and are - exchanges offering trading in
these tokens will need to comply with SEC regulatory requirements or cease offering
these products.
Also, the SEC will need to decide if they might issue rules and interpretations
specific to the crypto space. To date, they have chosen not to do so, but with the
advent of the Internet and electronic trading in the 1990’s, the SEC issued a number
of new regulations for those novel market developments. A similar approach could
be adopted here.
Crypto Derivatives
If an exchange offers derivatives on cryptocurrencies, then that exchange must
register with the CFTC either as a DCM or as a SEF. Exchanges that offer leverage
or margin for the purchase of cryptocurrencies may come under the definition of
offering ‘retail commodity transactions’ and thus also be required to register.
The CFTC has yet to finalize a proposed interpretation that may help determine the
breadth of crypto exchanges that will need to register.72 Under the CEA, the CFTC
has jurisdiction over any retail commodity transaction entered into on a leveraged or
margined basis that does not result in actual delivery of the underlying commodity
within 28 days. Under a proposed CFTC interpretation, “actual delivery” occurs if
within 28 days of execution, only if a full transfer of the cryptocurrency is transferred
between the seller and buyer as recorded on the relevant blockchain (not merely on
the exchange’s data base or wallet), whether it is reflected on the recipient’s private
wallet and whether the recipient has control of the private key.
Given how crypto exchanges’ transactions are currently being conducted for levered
or margined cryptocurrency, many exchanges may be holding cryptocurrencies for
retail customers that do not satisfy the “actual delivery” exemption. These crypto
exchanges therefore might be offering trading of a form of a retail commodity
transaction subject to CFTC regulations.
Thus, the CFTC’s final interpretation with regard to the definition of ‘actual
delivery’ will be important. At one end - nearly all of the crypto exchanges offering
margin to the retail public would need register with the CFTC. At the other end for
the final interpretation - gaps in crypto exchange market integrity and custodial
duties oversight will persist.
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The CFTC issued an advisory in May 2018 with respect to crypto derivatives
listings. The CFTC staff expressed guidance on enhanced procedures for exchanges
and clearinghouses listing derivatives contracts on virtual currency. These
enhancements include an expectation that exchanges, and clearinghouses enter into
information sharing arrangements with the underlying crypto spot market(s). 73
Another challenge for regulators is that blockchain technology provides for new
algorithmic means to structure binary options and contracts for differences, all of
which are derivatives under the jurisdiction of the CFTC. The bitcoin scripting
language and smart contracts used on other networks provide ways to structure peerto-peer derivatives which execute and settle automatically based upon pre-arranged
conditions. These blockchain based derivatives could reference any commodity –
agricultural, metals, energy or financial. The CFTC and other regulators will want
to ensure that this new technology does not presage a new and growing unregulated
or dark swaps market.
Cryptocurrencies (aka Crypto Cash Commodities)
Gaps in investor protection also have developed for crypto exchanges solely trading
cash cryptocurrencies. As previously discussed, crypto exchanges currently have
limited guardrails against front running, fraud, or other manipulative practices.
There have been repeated reports of manipulative behavior on these exchanges.
There have been repeated reports of stolen customer funds through cyber hacks. As
mentioned, the FIA expressed its apprehension about the lack of transparency and
regulation of the crypto cash commodities markets underlying Bitcoin futures.
Currently nearly 70% of the crypto markets’ $250 billion total capitalization is
represented by the five cryptocurrencies which have either been designated by the
SEC as not securities (Bitcoin and Ether)74 or were forks off of Bitcoin or Ether
(Bitcoin Cash in 2017, Litecoin in 2011, Ethereum Classic in 2016).
The CFTC has general anti-fraud and anti-manipulation authorities with regard to
spot transactions in these crypto cash commodities, such as Bitcoin or Ether. This
authority is critical for cryptocurrencies referenced in the derivatives markets but
may be increasingly important as well for retail investors in crypto cash
commodities. The agency, though, does not currently have express registration or
plenary rule writing authorities with regard to cash commodities.
One troubling recent development highlights the need for such authorities. The
CME was unable to get underlying transaction data from the four crypto exchanges
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upon which they rely for the Bitcoin index referenced by their Bitcoin futures
contract. It’s been reported that these four exchanges (Bitstamp, Coinbase, Itbit, and
Kraken) refused to provide the data until the CFTC stepped in with subpoenas.75 It
is critical to the functioning of any crypto derivatives markets that both selfregulatory organizations and government regulators have ready access to trading
data for the underlying referenced crypto cash commodities.
The SEC is grabbling with similar issues with regard to its review of possible crypto
related ETFs and crypto investing by mutual funds. The SEC has rejected a number
of filings for Bitcoin ETFs, starting with the Winklevoss Bitcoin Trust (COIN ETF)
in March 2017. The SEC stated two requirements that the exchanges had not must
satisfied in order to list a Bitcoin ETF: “the exchange must have surveillance-sharing
agreements with significant markets for trading the underlying commodity or
derivatives on that commodity. And second, those markets must be regulated.” It
further cited “concerns about the potential for fraudulent or manipulative acts and
practices in this market.”76
In a subsequent staff letter published in January 2018, the SEC raised a series of
questions regarding, amongst other things, appropriate valuation methods available
for crypto assets, liquidity of crypto markets, custody of crypto funds and potential
manipulation in these markets.77
Failing to better oversee the crypto cash commodities markets also leaves investors
vulnerable, illicit activity hard to control and custodial responsibilities to vagaries of
State enforcement of money transmitter laws. The volumes, millions of customers,
repeated hacks and reports of manipulative behavior, suggest that oversight of crypto
exchanges trading solely in crypto cash commodities is worthy of consideration.
Furthermore, as the CFTC staff discussed in their recent advisory, there are
differences between crypto cash commodities and other commodities. They said:
“To date, virtual currencies have gained prominence as they are bought
and sold for investment, speculative, or financial purposes. Those
transactions greatly predominate over commercial uses of virtual
currency – such as to purchase goods and services – which are still
developing. Thus, virtual currencies differ from commodities like oil
and gold where commercial uses predominate or at least provide points
of comparison. At the same time, virtual currencies differ from
financial indices and other commodities for which robustly-regulated
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markets facilitate price verification and provide insight into the reasons
for price changes.”78
Gemini Trust Company (Gemini), the crypto exchange founded by Cameron and
Tyler Winklevoss, recently proposed setting up a self-regulatory-organization
(SRO) for crypto exchanges dealing in crypto cash commodities or what they call
‘virtual commodities.’ In the medium post calling for the SRO, Cameron and Tyler
Winklevoss articulate a view that virtual commodities should have an additional
layer of oversight beyond that which other cash commodities have stating: “Cash
markets for virtual commodities, however, are unique inasmuch as: (a) the
commercial use-cases for virtual commodities are still developing, (b) there is strong
speculative interest, (c) these marketplaces involve a large number of individual
participants, and (d) technology makes individual transaction costs exceptionally low
(on a relative basis) as compared to other physical commodity spot markets.”79
It is a logic for additional oversight of crypto cash commodities somewhat consistent
with the recent CFTC staff advisory discussion. Though the logic is directional
sound, I believe that a federal oversight regime is appropriate if we are to achieve the
public policy goals for crypto exchanges of guarding against illicit activity, ensuring
stability, protecting investors and promoting market integrity, with SROs playing an
important supportive role as they do in securities and derivatives markets.
Given frauds and other concerns in the retail foreign exchange markets, Congress,
in the 2008 Farm bill, included provisions for the first time for CFTC registration
and regulation of retail foreign exchange dealers (RFEDs). Similarly, the CFTC and
Congress might wish to consider allowing retail cryptocurrency exchanges to
register as RFEDs, though cryptocurrencies are not foreign currency, and while
ensuring that cryptocurrencies remain distinct from fiat currencies for other parts of
the commodities law.
Or Congress may wish to consider if it would be more appropriate to provide the
CFTC – or another agency - with general authorities to write rules for crypto cash
commodities markets, including possibly requiring registration for trading on crypto
exchanges solely dealing in cryptocurrencies, aka crypto cash commodities.
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Custodial Functions
The Wall Street Journal reported this week: “Regulatory gaps and insufficient levels
of defense have made some exchanges simple to breach.”80 Seven hacks to date in
2018 have led to $800 million in customer funds being stolen from crypto exchanges.
Over $1.6 billion has been stolen in 56 reported hacks since 2011. No doubt, more
has been lost to unreported thefts and cyber-attacks.
Though Bitcoin and many blockchains themselves have been generally resistant to
hacks, with the integrity of their ledgers preserved, there are significant weaknesses
in other areas and layers within the crypto ecosystem.
Unlike traditional exchanges, crypto exchanges hold significant customer funds in
digital wallets - a state of affairs that directly contradicts the principles of
decentralized user-based control of digital assets upon which Bitcoin was initially
built. The aggregate of these customer crypto-assets is then represented on a
particular token’s blockchain associated with the public keys of the exchange, not
the individual customers. As mentioned previously, Coinbase reports to have
custody of over $20 billion in customer crypto funds.
In contrast, customers trading on traditional securities exchanges with intermediated
access have their securities recorded at a transfer agent, and held by a broker or
dealer, not the exchange. Customers trading on derivatives platforms, have their
trades recorded and margin posted at regulated clearing houses and FCMs.
Exchanges are exploring whether new approaches, such as multi-signature wallets,
might aid in protecting the security of customer funds.81 But for now, the existing
system is operating with a glaring gap in investor protection. With well over 90 %
of daily trading volume in Bitcoin occurring through crypto exchanges rather than
being recorded as a transaction directly within the blockchain, and with the public
accessing these exchanges without the benefit of regulated intermediaries, it is
critical to put in place federal requirements for the custody of crypto assets.
In the U.S. to date, the only regulatory safeguards have been through Stateadministered money transmission regulations. This approach – regulating
exchanges’ custodial duties in the same manner that Western Union and
MoneyGram are regulated – is not satisfactory.
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In some countries, particularly Japan, authorities have required crypto exchanges to
register and meet certain custodial duties to protect customer funds stored in an
exchange’s digital wallets.
The public policy goals should be the same, whether the asset is crypto in nature or
a more traditional security or derivative. Exchanges should fully segregate customer
funds and ensure that they not lose those funds and not use those funds.
When considering existing custodial rules, the specifics of blockchain technology,
public keys and cryptography will need to be considered. New technologies, such
as multi-signature controls might protect customers or fulfill certain custodial
responsibilities. Added safeguards, need be considered for the private keys
associated with exchanges’, asset managers’, banks’ or regulated intermediaries’
public keys. Additional cyber-security and other safeguards might be appropriate,
particularly given the numerous losses and hacks that have occurred in the past.
Conclusion
In conclusion, blockchain technology has a real potential to transform the world of
finance. Though there are many technical and commercial challenges yet to
overcome, I’m an optimist and want to see this new technology succeed. It could
lower costs, risks and economic rents in the financial system.
For broad adoption – both as a technology solution and as part of the capital markets
– the technology and its various applications need to come within existing public
policy frameworks. Basic norms and principles to guard against illicit activity,
ensure for financial stability, and protect investors and market integrity, while
promoting innovation, should consistently guide public policy.
Clear rules of the road also will allow firms - both incumbents and start-ups - to more
fully explore investing in crypto assets or blockchain technology. Today, start-ups
have an advantage as incumbents do not take the same reputational and regulatory
risks that startups generally are willing to take. Startups, so to speak, are more
willing to beg for forgiveness while incumbents more often need ask for permission.
Bringing clarity and compliance will have its challenges. There are numerous crypto
exchanges and thousands of ICO launched tokens in significant non-compliance.
Congress and this committee have a role to play as well, monitoring developments,
overseeing compliance, and, when appropriate, updating laws. It also will be critical
that sufficient resources be provided the CFTC, SEC and other agencies to
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adequately oversee crypto markets, especially as these markets have continued to
grow.
Market participants, the investing public, entrepreneurs, technology developers,
regulators and Congress all will play a role. In particular, crypto exchanges and
ICOs should now seek to comply with the law to fullest extent possible.
The public, blockchain technology, and the financial system will all reap the
benefits.
Thank you again for inviting me today, and I look forward to your questions.
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